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CESER Strengthen the security and resilience of the U.S.
energy sector from cyber, physical, and climate-based

M iSSion risks and disruptions.

Evolving Threats
to Energy Infrastructure

Cyber Threats Climate Risks Physical Threats Supply Chain

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



How We Work: Energy Risk Management

Coordination with Federal Interagency, Regional, State and Industry Partners

Risk Management Tools

& Technol :
€chnology Response & Restoration
Before Requirements Development Energy . After Action, Gap Analysis,
Events Emergencies and Recovery Coordination

Preparedness, Policy,
& Risk Analysis

DOE is the Sector Risk Management Agency for the Energy Sector
DOE is the federal coordinating agency for Emergency Support Function #12 (Energy)

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Collaboration and Coordination is Essential

State, Local, Tribal, and Energy Government Industrv Councils
Territorial (SLTT) Governments Coordinating Council (EGCC) y

NASEO=

National Assaciation of
State Energy Officials

ESCC

Electricity Subsector
Coordinating Council

AMERICAN

- PUBLIC
() POWER

il /‘ B
NCSL . NEMA’

OIL AND
NATURAL GAS
SUBSECTOR
COORDINATING
@' counciL

S
.

1790

NATIONAL

. GOVERNORS NASEO NARU NGA

ASSOCIATION

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE




SLTT Officials High-Level Roles and Program Partners

Governors

Set policy / priorities
that can impact energy
sector (convene cyber
task force, set energy
/renewable goals)

Declare State of
Emergency

Deploy National Guard
resources

Sign-off on federal
waiver requests

NATIONAL

_ GOVERNORS

ASSOCIATION

Note: This list is an example

Legislators

Enact policies that can
affect critical energy
infrastructure, energy
emergency preparedness
and emergency response
(i.e., FOIA exemptions,
wildfire mitigation,
vegetation mgt.,
criminalizing damage to
critical infrastructure,
strategic fuel reserves)

Role in coordination and
cooperation with tribes

(I

NCSL

and not all inclusive. Authorities,

State Energy Officials

State Energy Security
Plan*

Implement policies

Petroleum Shortage
responsibilities

State Energy SMEs

Supports regional and
national preparedness
and response

Draft waiver requests

Advise Governor on
Energy matters

Emergency Support

Function (ESF) 12 role <

NASEO=

National Association of
State Energy Officials

responsibilities by role may vary

tatutory requiremgnjc_ fqr DOE State Ene

by state.

Public Utility
Commissioners

Regulate electric I0Us
and natural gas utilities

Make energy security
policy and investment
decisions (including for
cybersecurity) that affect
critical infrastructure

State Energy SMEs

Engage with utilities on
cyber preparedness,
exercises,

Emergency Support
Function (ESF) 12 role

P REGULAT,

Emergency Managers

Prepare for, respond to,
and recover from all
emergencies, disasters,
and threats.

Coordinate across state
agencies

Handle Emergency

Management Assistance

Compact (EMAC) - the
National All Hazards
Mutual Aid System

Emergency Support
Function (ESF) 12 role

rgy Program (EERE) funds

FNEMA

Municipal Utilities

* Serve 49 Million
people

Prepare for, respond to,
and recover from all
emergencies,
disasters, and threats

Provide mutual aid
during emergencies

AMERICAN

PUBLic
POWER

ASSOCIATION

U.S. DEPARTMENT OF ENERGY

OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE




Information Sharing Across the Energy Sector

Information Sharing and
Analysis Centers (ISAC)

W ELECTRICITY
INFORMATION SHARING AND ANALYSIS CENTER

A DIVISION OF NERC

& ms-IsAC

Multi-State Information
Sharing & Analysis Center®

Energy Emergency Assurance Coordinator
(EEAC) Program facilitates 2-way information
sharing between DOE and states leading up to
and during an energy disruption or emergency

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Emergency Support Function (ESF) #12 Overview

Federal Role State Role

DOE ESF #12 is responsible for Emergency Support Functions:
coordinating with: « How state emergencies are declared
* Federal Government entities “’ « How/when state national guard can

be activated

 The Energy sector

e SLTT governments
Authorities/responsibilities vary based on

DOE ESF #12 is responsible for which agency holds ESF-12 role

managing; * Many states identify primary
« Regional and State Field , : and supporting agencies
Responders i * Responsibilities for disruptions

affecting the electric sector may be
separated from oil and natural gas

 Lead ESF #12 agency can be the state
energy office, public utility
commission, or emergency manager

* Energy Subject Matter Experts
(SMEs)

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Western, Midwestern, and Southeastern Collaboratives

States currently engaged in a petroleum collaborative that DOE has supported.

‘ Western Region
. Midwestern Region

‘ Southeastern Region

ko Both Midwestern and
Southeastern Region
Members

Puerto Rico

Hawaii D : i:? ]

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Petroleum Shortage Planning and Response

Develop or update state plan Form a Regional Collaborative = Know your Information Sources

G 3 . .
PETR;’:‘E’S:‘;EH:;:"‘TA;‘;T:;‘:;NSE REGIONAL PETROLEUM SHORTAGE RESPONSE ° DOE En ergy RISk Proflles

s COLLABORATIVE DEVELOPMENT

February 2018

» Energy Information Administration
(EIA) Energy Atlas

» EIA Petroleum Reports and Energy
Outlooks

* GasBuddy

* Energy Emergency Assurance
Coordinators (EEAC)

* Information Sharing and Analysis
Centers (ISACs)

GUIDE

LIQUID FUELS
SHORTAGE PLANNING

GUIDEBOOK Midwest and Southeast Petrolc.eum
; . ; ™. FOR PENNSYLVANIA LOCAL GOVERNMENTS ShOrtage Response Collaboratlve_
an, Prepare, Respond, & Recover
From Severe Fuel Shortages | R T e W] 1 S et Iaunched Fall 2023!

v ENERGY
U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



https://www.energy.gov/ceser/state-and-regional-energy-risk-profiles
https://atlas.eia.gov/pages/d1f187a641e04c7f83719d9647504757
https://www.eia.gov/petroleum/supply/weekly/
https://www.eia.gov/outlooks/steo/

State Energy Security Plan (SESP)

* First formal framework guidance from DOE on
Energy Security Plans released in May 2022- ENERGY
updated in May 2024, both versions available STATE ENERGY SECURITY PLAN GUIDANCE

|‘j‘ . U.S. DEPARTMENT OF
7

The energy sector is uniquely critical as all other critical infrastructure sectors depend on power and/or
. fuel to operate. An impact on critical energy infrastructure can directly affect the security and resilience
d C ES E R d eve I O ped S ES P G u I d a n Ce a n d within and across other critical infrastructure sectors — threatening public safety, the economy, and

national security.

resilient supply of energy through efforts to identify,

Fra mework for State I m plementatlon Of State Energy Security Plan (SESP) re and to plan for, respond to and recover from events
40 108 a n d 8 D rO p—I n S Resou rces nfrastructure and delivery systems are vulnerable to a

eather (exacerbated by climate change), cyberattacks,
Dffice of Cybersecurity, Energy Security, and Emargency Responsa cal attacks. Because most of the nation’s critical

companies, both the government and private sector
Fuptions to critical infrastructure. It is the responsibility

* Includes boilerplate language such as: federal i espons
- . . roviders, across government agencies and with relevant
a uth O rltl es y W h I C h a re CO n S |Ste nt a C rOSS t h e Office of Eybarsecurity, Energy Security, and Emergency Respanse  State Energy Security Plan (SESP) Resources nd consequences of an energy disruption or emergency

CESER developed resources that states can incorporate into their state energy security plans or use

n atl O n -— to I n St r u Ctl O n a | CO n te nt (e . g. h OW to as references. These optional resources are intended to reduce the burden of updating plans. They . i .
Y range from boilerplate language (e.g. federal authorities) to instructional guidance (e.g how to al part of energy security planning. SESPs describe the
. create a state energy profile). the state’s strategy to build energy resilience. More
C reate a Sta te e n e rgy p rOfI | e) . RESOURCE pEsCrIPTION z with energy partners, can secure their energy
> e R rity threats; mitigate the risk of energy supply
o, and recovery from, energy disruptions; and ensure
tnergy infrastructure.

State Energy Security Plan Guidance

* Energy Security Planning Hub published

and detail on the six elements outlined in Section
t and Jobs Act (IUA) hereafter referred to as the “BIL.”
support states and provide additional clarification

e Optional Mutual Aid Drop in now available

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



https://www.energy.gov/ceser/energy-security-planning-resource-hub
https://energy.gov/sites/default/files/2023-12/Mutual%20Assistance%20Drop-in_FINAL_508%20%281%29.pdf

Why SESPs are important

* Intrastate and Regional U.S. 2023 Billion-Dollar Weather and Climate Disasters
COO rd | n atl O n | S m O re | m po rta nt . Drought/Heat Wave Q Flooding G) Hall @ Hurricane e Severe Weather OTornado Outbreak @Wildﬁre " Winter Storm/Cold Wave

North Central and

than ever with bigger storms Ess Sovee ot e o

Eastern Severe Weather Northeastern Winter

March 31-April 1 Storm/Cold Wave
Northeastern Flooding and February 2-5
Tjnr;g?tral Severe Weather North Central and
y Southeastern
< Severe Weather

July 19-21

East Coast Storm
and Flooding
December 16-18

. . . Rockies Hail St , Central Minnesota Hail St Central and East
requiring better preparation s - W bl
June 21-26 April 4-6

(plans) in state and in region.

California Flooding

Northeastern and
Eastem Severe Weather
August 5-8

e State Energy Security Plans \Q

Central and Eastern

position the SEO as the SME for Tomacos s Hd Soms o
planning /preparedness as well 5 Tt

May 24-25

Southern and Eastern
Severe Weather
March 2-3

%
N

a S r e S O n S e m Itl atl O n Central and Southern Severe Weather Southern and Eastern
p g . June 15-18 Severe Weather
Central Severe Weather o March 24-26
April 19-20 . )
Ssithet Hurricane Idalia
. August 29-31
Evolving Threats Seve‘r\e y::;gthze; Southern/Midwestern e
1il 25— :
to Energy Infrastructure . Drought and Heat Wave | Geniraland " Sorva; Sovers Weather - Fort Lauderdale Flooding
N Hawal' Firestorm o—— (@) Texas Hail Storms Spring-Fall | souther ey AL
------------ August 8 May 18-19 Southern Severe Weather @— Severe Weather Central Severe Weather @ .@,
Southern Hail Storms September 23-24 June 11-14  April 15 May 6-8 WY W
J ) (l%j ;\@{0 This map denotes the approximate location for each of the 28 separate billion-dollar ther and cli di: that imp d the United States in 2023.
; )
Cyber Threats Climate Risks Physical Threats Supply Chain

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE




State Energy Security Plans (SESP) 40108

Purpose

State energy security plans—

1)
2)

assess the existing circumstances in the State

propose methods to strengthen the ability of the State,
in consultation with owners and operators of energy
infrastructure in the State to:

 secure the energy infrastructure of the State
against all physical and cybersecurity threats;

* mitigate the risk of energy supply disruptions to
the State; and to enhance the response to,
and recovery from, energy disruptions; and

* ensure that the State has reliable, secure, and
resilient energy infrastructure.

Elements

A State energy security plan shall—

address all energy sources and regulated and unregulated
energy providers;

provide a State energy profile, including an assessment of
energy production, transmission, distribution, and end-use;
address potential hazards to each energy sector or system,
including physical threats and vulnerabilities; and
cybersecurity threats and vulnerabilities;

provide a risk assessment of energy infrastructure and cross-
sector interdependencies;

provide a risk mitigation approach to enhance reliability and
end-use resilience; and

Address
A. multi-State & regional coordination, planning, and response; and
B. coordination w/ Indian Tribes w/ respect to planning and
response; and
C. to the extent practicable, encourage mutual assistance in cyber
and physical response plans.

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Logic Behind the Elements

O O O
O O
5O “o
O
o Energy Profile a'l':(;evautlsr; 3233?32’5 Risk Assessment Mitigation
O
00 0°
O Element 4.
Elements 1 and 2: Element 3: Critical Interde_penden_m_es, Element 5: Pro-
Infrastructure infrastructure, analy?‘laszgczorgbmmg active and reactive
de_scrlptlon, likely hazards, vulnerabilities, and responses to
location, purpose trends, end-users priority risks

consequences into
prioritized risks

= The required elements build on each other, to drive towards a prioritized set of actions

that can be taken to mitigate risks of greatest concern. Each element is informed by
element 6, multi-state, regional, and tribal energy emergency coordination.

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



DOE Risk Assessment Essentials Guidebook
I

RISK ASSESSMENT The purpose of this guidebook is to provide a simplified
ESSENTIALS FOR approach to energy infrastructure Risk Assessment that
STATE ENERGY leverages review of existing resources and engagement
SECURITY PLANS with energy sector stakeholders to identify, characterize,
ApriaNa and assess key risks to energy infrastructure and cross-

sector interdependencies.

ENERGY o fumaem

DOE's first guidance specific to
State Energy Security Plan Risk Assessments

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Key Deadlines

* September 30, 2024 - states that have not fully addressed all 6 elements
must resubmit SESP to DOE

» States that have fully addressed all 6 elements submit Governor's
Certification Letter to DOE

* Delivery of applicable FY25 federal financial assistance to states may
be delayed or withheld under Part D of Title Il of EPCA, if a fully
compliant SESP is not received and verified by DOE.

* BIL Sunset 10/31/2025

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



CESER's Resources

ENERGY P State Governance, Planning, And
Financing To Enhance Energy
NASEC= Resilience
00
Energy Emergency oI <,
Response Playbook GOVERNORS
for States and Territories ~ S -
May 2022 ’ v NASE‘E
SLTT Program
Department of Energy Resou rce LI bra rV |
Guidebook for Federal STVPI RENY eum—. T Department of Energy
Funding Opportunities: Aoens Suetion Reportaanc Scan the code to see all of
b the CESER SLTT Resources

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE


https://www.energy.gov/ceser/sltt-program-resource-library
https://www.energy.gov/ceser/sltt-program-resource-library
https://www.energy.gov/ceser/sltt-program-resource-library

Questions

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



CESER SLTT Contact Information

Adam Shapiro
SLTT Program Manager
Adam.shapiro@hg.doe.gov

u @DOE_CESER
Megan Levy
SLTT Project Manager
Megan.levy@hg.doe.gov m CESER LinkedIn

- Juan Gomez ENERGY s
Energy Sector Specialist
Juan.gomez@hq.doe.gov

Website: energy.gov/ceser

Protecting our energy
Infrastructure i1s our
Joel Nelson shared responsibility.

* Energy Industry Specialist
B Joel.nelson@hq.doe.gov

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE


mailto:Adam.shapiro@hq.doe.gov
mailto:Megan.levy@hq.doe.gov
mailto:Juan.gomez@hq.doe.gov
mailto:Joel.nelson@hq.doe.gov
https://www.energy.gov/ceser/ceser-mission
https://twitter.com/DOE_CESER
https://www.linkedin.com/company/office-of-cybersecurity-energy-security-and-emergency-response/

P /
— (AU~
/ P N

@DOE_CESER ' PR \

linkedin.com/company/office-of-cybersecurity-energy-
security-and-emergency-response

energy.gov/CESER

U.S. DEPARTMENT OF Office of

ENERGY | i
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Appendix

@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-
security-and-emergency-response

energy.gov/CESER

U.S. DEPARTMENT OF Office of

ENERGY | i



Governor's SESP Certification Letter Guidance and Templates

U.5 DEPARTMENT OF

GOVERNOR'S STATE ENERGY SECURITY PLAN (SESP
CERTIFICATION LETTER GUIDANCE AND TEMPLATES

State energy security plans (SESP) are an essential part of states and territories’ energy secunty
planning; the plans describe their energy landscape, people, processes, and energy resilience
strategy. The Infrastructure Investment and Jobs Act (I1JA), also known as the Bipartisan
Infrastructure Law (BIL), passed in 2021, amended Section 366 of the Energy Policy and
Conservation Act (EPCA) of 1974, to require all states and territories to have a SESP that fully
addresses six Congressionally defined elements. Delivery of federal financial assistance may be
delayed or withheld under Part D of Title IIl of EPCA, if a fully compliant SESP is not received
and verified by Department of Energy (DOE).

States that received notification that “[t]he U.S. Department of Energy {DOE) has reviewed your

FY¥ 23 submission and determined that your state has fully addressed the six elements required
by Congress” should conduct an annual review, carried out by the Governor and submit a
Governor's Certification letter to DOE by September 30 of each year (Federal fiscal year end)
until the sunset of this provision, October 31, 2025, A Governor's Certification Letter may not

be subnutted 1n leu of a plan until a state has recerved a letter from DOE indicating that its SESP
was reviewed and “fully addressed™ all required elements. The relevant portion of the statute
{Section 366(e)) reads as follows:

(e) “FINANCIAL ASSISTANCE: A State is not eligible to receive Federal financial assistance under this
part for any purpose for a fiscal year unless the Governor of the State submits to the Secretary, with
respect to that fscal year—
(1) a State energy security plan that meets the requirements of subsection (c); or
“(2) after an annual review, carried out by the Governor, of a Stale energy secunity plan—
“{A) any necessary revisions to the State energy security plan; or
“{B) a certification that no revisions to the State energy secunty plan are necessary.”

The guidance below relates to submission of these Certification Letters and any necessary
revisions to a SESP, if applicable. Please note that use of the template letter provided is optional
and italicized text i1s provided only as an example.

Governor’s Certification letter or plan must be submitted to DOE by
September 30 of each year (Federal fiscal year end) until the sunset
of this provision, October 31, 2025

b

(e) “FINANCIAL ASSISTANCE: A State is not eligible to receive Federal financial assistance under this
part for any purpose for a fiscal year unless the Governor of the State submits to the Secretary, with
respect to that fiscal year—
*(1) a State energy securnty plan that meets the requirements of subsection (¢); or
**(2) after an annual review, carried out by the Governor, of a State energy security plan—
“(A) any necessary revisions to the State energy security plan; or
*(B) a certification that no revisions to the State energy secunity plan are necessary.”

State Energy Security Plan (SESP) Resources | Department of Energy

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



https://www.energy.gov/ceser/state-energy-security-plan-sesp-resources

Instructions

Guidance for the Governor's Certification Letter:

* The 26 States that fully addressed all elements from their
FY23 SESP submission must submit a Governor's

¢ Address to: the Secret fE d deliver by September 30 of each til th - .
qamset of this provision, October 31,2005, Certification Letter by September 30th, 2024

¢ Format: state letterhead that can be attached to email

o  Email to: energysecurityplans@@hg.doe.gov

Descri ) * Address to Sec. Of Energy Jennifer Granholm
¢ Describe the review process
o Date of plan review (under EPCA Section 366, the Energy Security Plan must be ° Vla email: energysecu I’ItVDla ns@ hCI d Oe.gOV

reviewed annually until the provision’s sunset, October 31, 2025)

o How was the review conducted? (For example: which state agencies conducted
the review? Was the Governor briefed on the plan by the energy office?)

¢ Detail review findings:

iniain

o Ifthd Governor’s review determines that no revisions are necessary If the Governor’s review determines that
compliance with (he required clemens, the Governor snould submit a no revisions are necessary

certification that no revisions are necessary. States are encouraged to note any
voluntary or optional enhancements made to the plan.

4

o Ifthd Governor’s review determines that there are “necessary revisions” lu\
maintain compliance with the required elements, the letter should fully describe

the “necessary revisions” made to the plan, and the updated plan should be If the Governor’s review determines that there are
submitted along with the letter. “ .. ”
necessary revisions

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE


mailto:energysecurityplans@hq.doe.gov

Two optional templates

Official State Letterhead

Optional template and example Ianguagczlno revisions nccessnr_\'l

September 30, 2024
Honorable Jennifer Granholm
Secretary of the U.S. Department of Energy
1000 Independence Ave. SW
Washington. D.C. 20585
Via Email: energysecurityplans(@hqg.doe.gov

Re: Certification of [State’s] Energy Security Plan Pursuant to Section 40108 of the
Bipartisan Infrastructure Law

Dear Secretary Granholm:

As Governor of [State]. I understand the purpose of a State Energy Security Plan is to secure the
energy infrastructure of the state against all physical and cybersecurity threats: mitigate the risk
of energy supply disruptions to the State and enhance energy emergency response and recovery.
In accordance with Section 366 of the Energy Policy and Conservation Act and as amended by
the Infrastructure Investment and Jobs Act (IIJA) Sec. 40108, I have conducted an annual review
of the [States’] Energy Security Plan to determine whether it meets all of the requirements. As of
[date of annual review] I certify that no updates are necessary to remain in compliance with the
requirements. Please see details below.

Date of last update: [date]
Date of recent review: [date]. 2024

Description of review process: (Agency review, briefing to Governor's advisors, etc.)

Example description: The [State] Energy Office updates the SESP annually and exercises the
plan every three years in coordination with key energy and emergency management officials. The
state energy office conducted a comprehensive overview of the plan contents, detailing
compliance with the six elements outlined in law. My staff noted the energy profile used current
data, the threats, the hazards and vulnerability section aligns with our updated Hazard
Mitigation Plan (HMP), the Risk Assessment of critical energy infrastructure also aligns with the
state s Threat, Hazard, Identification, Risk Assessment (THIRA) and the mitigation approach
reflects planned investments in energy reliability and resilience. Coordination within the state,
with tribes and with neighboring states continues with monthly calls to share situational
awareness and strengthen emergency preparedness and response. I provided my signature on the
plan to certify my approval and determination that no updates are necessary.

Sincerely,
[signature]
[name]

Governor

Official State Letterhead

Optional template and example Iunguugel NECESSATY revisions I

September 30, 2024
Honorable Jennifer Granholm
Secretary of the U.S. Department of Energy
1000 Independence Ave. 3W
‘Washington, D.C. 20585
Via Email: energysecuritvplansi@ hg.doe gov

Re: Review and submittal of [State’s] Energy Security Plan Pursuant to Section 40108 of the
Bipartisan Infrastructure Law, certification of necessary revisions

Dear Secretary Granholm:

As Governor of [State], I understand reliable, secure, and resilient energy infrastructure is vital to
maintaining quality of life and ensuring the health and safety of the citizens of my state. In
accordance with Section 366 of the Energy Policy and Conservation Act. | have conducted an
annual review of the 2024 [State] Energy Security Plan as of [date of review]. During the review,
my team noted that wildfires were not included as a hazard, and suggested wildfires be added as
the stare is facing a higher risk of wildfires. I determined the addition of wildfires was necessary
to reflect the current situation and maintain compliance and the (Stare] Energy Office completed
the necessary revisions.

Date of last update: [date]
Date of recent review: [date]. 2024

Description of review process: (Agency review, briefing to Governor's advisors, ete.)

Example description: After a thorough review it was determined that the SESP needed 1o be
updated to add wildfire risk. Section 3, Hazards, Threats, and Vulnerabilities as well as Section
4. Energy Risk Assessment, were updated to match the newly approved State Hazard Mitigation
Plan section on wildfire hazards and associated risks fto energy infrasiructure.

I certify that, with the necessary revisions the plan continues to meet all the requirements of
EPCA Section 366(c), as amended by the Infrastructure Investment and Jobs Act (IITA) Sec.
40108. The plan now reflects [state’s] plan to identify, assess, and manage the evolving risks to
the energy sector. | have included the plan with this letter, per DOE’s instructions.

Sincerely,
[signature]
[name]

Governor

. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE




Timeline For States That Fully Addressed All Elements

FY23 SESP Determination FY24 FY24 Submission FY25 FY25 Submission

Governor reviews
plan to determine

Governor conducts
annual review of

26 states received a
letter from DOE

Governor's Certification Governor's Certification

indicating they "fully that compliance with Letter due to DOE by SESP for FY25 to Letter due to DOE by ;
addressed” all the 6 elements is Sept. 30t, 2024 determine Sept. 301, 2025 |
elements maintained compliance /

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE




Timeline for SESP Update and Resubmission

FY23 SESP Determination FY24 FY24 Submission

30 states received a . /|
letter from DOE Plan is updated to fully Submit updated SESP

address elements
missing from FY23
submission

to DOE by Sept. 30,
2024

indicating more work
needed to "fully
address" all elements

States submit Governor's Certification letter 9/30/2025 after DOE determines all elements have been "fully addressed."

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



State ESF-12 Responders

= Authorities/responsibilities vary based on:
= Which agency holds ESF-12 role
= Many states identify primary

and supporting agencies

= Responsibilities for disruptions
affected the electric sector may be separated

from ONG
= Emergency Support Functions:

= How state emergencies are declared

= How/when state national guard can be activated

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE
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